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AUTHORITY: 40 U.S.C. 486(c); 10 U.S.C. Chap-
ter 137; and 42 U.S.C. 2473(c).

SOURCE: 48 FR 42277, Sept. 19, 1983, unless
otherwise noted.

24.000 Scope of part.

This part prescribes policies and pro-
cedures that apply requirements of the
Privacy Act of 1974 (5 U.S.C. 552a) (the
Act) and OMB Circular No. A-130, De-
cember 12, 1985, to Government con-
tracts and cites the Freedom of Infor-
mation Act (5 U.S.C. 552, as amended.)

[48 FR 42277, Sept. 19, 1983, as amended at 55
FR 38517, Sept. 18, 1990]

Subpart 24.1—Protection of
Individual Privacy

24.101 Definitions.

Agency, as used in this subpart,
means any executive department, mili-
tary department, Government corpora-
tion, Government controlled corpora-
tion, or other establishment in the ex-
ecutive branch of the Government (in-
cluding the Executive Office of the
President), or any independent regu-
latory agency.

Individual, as used in this subpart,
means a citizen of the United States or
an alien lawfully admitted for perma-
nent residence.

Maintain, as used in this subpart,
means maintain, collect, use, or dis-
seminate.

Operation of a system of records, as
used in this subpart, means perform-
ance of any of the activities associated
with maintaining the system of
records, including the collection, use,
and dissemination of records.

Record, as wused in this subpart,
means any item, collection, or group-
ing of information about an individual
that is maintained by an agency, in-
cluding, but not limited to, education,
financial transactions, medical his-
tory, and criminal or employment his-
tory, and that contains the individual’s
name, or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
gerprint or voiceprint or a photograph.

48 CFR Ch. 1 (10-1-98 Edition)

System of records on individuals, as
used in this subpart, means a group of
any records under the control of any
agency from which information is re-
trieved by the name of the individual
or by some identifying number, sym-
bol, or other identifying particular as-
signed to the individual.

24.102 General.

(a) The Act requires that when an
agency contracts for the design, devel-
opment, or operation of a system of
records on individuals on behalf of the
agency to accomplish an agency func-
tion the agency must apply the re-
quirements of the Act to the contrac-
tor and its employees working on the
contract.

(b) An agency officer or employee
may be criminally liable for violations
of the Act. When the contract provides
for operation of a system of records on
individuals, contractors and their em-
ployees are considered employees of
the agency for purposes of the criminal
penalties of the Act.

(c) If a contract specifically provides
for the design, development, or oper-
ation of a system of records on individ-
uals on behalf of an agency to accom-
plish an agency function, the agency
must apply the requirements of the Act
to the contractor and its employees
working on the contract. The system of
records operated under the contract is
deemed to be maintained by the agency
and is subject to the Act.

(d) Agencies, which within the limits
of their authorities, fail to require that
systems of records on individuals oper-
ated on their behalf under contracts be
operated in conformance with the Act
may be civilly liable to individuals in-
jured as a consequence of any subse-
quent failure to maintain records in
conformance with the Act.

24.103 Procedures.

(a) The contracting officer shall re-
view requirements to determine wheth-
er the contract will involve the design,
development, or operation of a system
of records on individuals to accomplish
an agency function.

(b) If one or more of those tasks will
be required, the contracting officer
shall—
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